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Overview
• What is Authentication & Authorisation?
• What is federated access management?
• What is Shibboleth?
• What is it used for?
• How it works
• Benefits
• UK Access Management Federation
• Federations worldwide
• What’s next..?
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Authentication
• Is a user who they say they are?

- Identity
Authorisation
• What is the user allowed to access?

- Rights

“AA”
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What is federated access 
management?

• Common set of rules
– UK federation Rules of Membership

• Devolved authentication
– e.g. School, LA, RBC, College, University
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Legacy access management

• User’s identity and personal data are known to all
• SP knows more than it wants and less than it needs
• Both IdP and SP need to maintain a full user database

I’m “AJones/T,t<*?I1”

Site Licence

Are you a licensed user?

?
Service Provider (SP)Identity Provider (IdP)
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Site Licence

I’m “AJones/T,t<*?I1”, am I?

Federated access management

• User’s identity and personal data are protected
• SP knows exactly what it needs
• SP not required to maintain a database of every user

Are you a licensed user?
They say I’m licensed

Yes, you’re licensed

OK!
Identity Provider (IdP) Service Provider (SP)
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What is Shibboleth?

• An initiative to develop an open source, 
standards-based solution to meet the needs 
for organisations to exchange information 
about their users in a secure, privacy-
preserving manner

• Developed to meet access management 
needs of education
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What is it used for?

• Allows a browser user to access 
protected online resources based on 
information asserted by their home 
organisation

• Allows providers of online resources to 
control access to their services
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How it works

Identity Provider (IdP) Service Provider (SP)

Browser 
user
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How it works

Identity Provider (IdP) Service Provider (SP)

Browser 
user
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How it works

Identity Provider (IdP) Service Provider (SP)

Browser 
user
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How it works

Authentication

Authorisation

Attribute Request

Identity Provider (IdP) Service Provider (SP)

Browser 
user
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Attributes

• Enables fine grained AA, e.g.
– Member of…
– Medical student

• Not individual username and password

• SP only asks for what it needs
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Benefits for Users

• Much less need to disclose your identity

• Personal data kept between you and your 
home organisation

• Access to online resources from anywhere

• (At least) one less password to remember
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Benefits for Organisations

• Uses existing access management systems
• Can be used to protect internal resources
• Fewer support problems
• Easier to comply with regulatory 

requirements
– Data Protection Act 1998
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Benefits for Service Providers

• No need to maintain your own user database
– Authentication is done for you by home organisation
– Can authorise per institution, role, and/or entitlement

• Reduction in user support

• Reduced data protection compliance burden
– Less storage/processing of personal data
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The UK Access Management 
Federation for Education and 

Research

Mark Tysom, JANET(UK)
17th September 2007
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What is the UK federation?

• A set of Rules that binds members:
– Make accurate statements to other members
– Keep federation systems and data secure
– Use personal data correctly (DPA, 1998)
– Resolve problems within the Federation

• Not by legal action
– Assist Federation Operator and other members
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The UK federation

• Launched November 2006

• Schools, FE, HE and Research

• Organisations and institutions providing 
services to these sectors
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Organisational Structure

• Joint funded by Becta & JISC

• Operational management by JANET(UK)

• Policy Board
– Stakeholder representatives

• Technical Advisory Group
– Experts from all sectors
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UK federation infrastructure
– Hosted by JANET(UK)
– Discovery Service

• Resilient WAYF

– Hosting of metadata
• Describes the UK federation

– Monitoring of SPs and IdPs 
– Test environment 
– Federation web site

- www.ukfederation.org.uk

http://www.ukfederation.org.uk/
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Fully supported JANET service

– Support team at JANET(UK)
– Expert support from the JANET 

community
– Guidance and advice to IdPs & SPs 
– Configuration guides
– Training courses
– Workshops to help organisations join the 

UK federation
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What are the benefits?

– Provides consistency across the education 
sectors

– Improves the user experience
– Facilitates sharing of content and collaboration 

within and across sectors
– Economies of scale for both sectors
– Centrally-funded: no annual fees!
– Based on an international standard (SAML)
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SAML based education federations

• Australia
• Denmark
• Finland
• France

• Norway
• Switzerland
• Sweden
• USA
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What’s next…?

• UK federation development roadmap
http://www.ukfederation.org.uk/content/Documents/DevelopmentRoadMap

- Increase functionality
- Enhance usability

http://www.ukfederation.org.uk/content/Documents/DevelopmentRoadMap
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Questions?
More info:

www.ukfederation.org.uk

E-mail lists:
Ukfederation-announce@jiscmail.ac.uk
Ukfederation-discuss@jiscmail.ac.uk

http://www.ukfederation.org.uk/
mailto:Ukfederation-announce@jiscmail.ac.uk
mailto:Ukfederation-discuss@jiscmail.ac.uk

	Overview
	What is federated access management?
	Legacy access management
	Federated access management
	What is Shibboleth?
	What is it used for?
	Attributes
	Benefits for Users
	Benefits for Organisations
	Benefits for Service Providers
	What is the UK federation?
	The UK federation
	Organisational Structure
	UK federation infrastructure�
	Fully supported JANET service�
	What are the benefits?
	  SAML based education federations
	What’s next…?

